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Definition: the fraudulent
practice of sending emails
or other messages
purporting to be from
reputable companies in
order to induce individuals
to reveal personal
information, such as
passwords and credit card
numbers.

Spain busts voice phishing
ring for defrauding 10,000
bank customers
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a type of malicious software designed to
block access to a computer system until a
sum of money is paid.

A malicious program disguised as
legitimate software. Users intentionally
install a Trojan Horse, thinking they are
installing valid software.

Software that secretly collects information
about you. It usually resides on a website
or in a service such as your email program.
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COMMONCOMMONCOMMON   THREATSTHREATSTHREATS
A piece of code that is capable of copying
itself and typically has a detrimental
effect, such as corrupting the system or
destroying data.

HOW TO KNOW IF SPYWARE IS ON YOURHOW TO KNOW IF SPYWARE IS ON YOURHOW TO KNOW IF SPYWARE IS ON YOUR
COMPUTERCOMPUTERCOMPUTER
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To make a secure password you need a couple
things like 

14 characters’ long
A combination of uppercase letters,

lowercase letters, numbers, and symbols.
A word that can’t be found in a dictionary or
the name of a person, character, product, or

organization.
EX: m#P52s@ap$V
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Click this link for report 

Double check firewalls and make
sure they are up to date 

Firewalls

Make sure antivirus software is
updated and activated 

Antivirus Software

If your computer starts being slow,
random popups and system
crashes should be checked for
before anything is reported 

Performance on
computer

Submit report
here
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Workers should be retrained every 6
months Phishing and Malware at the start
of the year and Scamming and Spyware
at the end of the year.

Workers should be retrained
every 6 months 
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CYBERCYBERCYBER   
LIABILITYLIABILITYLIABILITY

Cyber insurance

Cyber liability insurance helps
cover costs associated with data
breaches and cyberattacks on
your business.

What it covers 

Financial losses and covers
investigation, and legal services.


